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Alstom Generates Production Code for Safety-Critical Power
Converter Control Systems (2004)

Challenge
Design and implement real-time power conversion and
control systems for trams, metros, and railways

Solution e
Use MathWorks tools for Model-Based Design to design, —— :

. . . Pendolino tilting train.
simulate, and automatically generate production code for
safety-critical transportation systems

“When Alstom delivered a

Results Pendolino train to Czech
= Development time cut by 50% Railways, the railway application
= Defect-free, safety-critical code generated and was the first with automatically
certified

generated code to receive TUV
certification (for EN 50128)”

Han Geerligs
Alstom

= Common language established

Link to user story


http://www.mathworks.com/company/user_stories/Alstom-Generates-Production-Code-for-Safety-Critical-Power-Converter-Control-Systems.html

Alstom (Nov. 2013)
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Errors introduced early but found late
inthe process are expensive to fix!

Relative cost to fix an error

Erroes introduced .
coding phase
design phase
requirements phase
Requirements phase Design phase Coding phase
Project phase where error is fixed
Soirce Ralum on Invsstmend S Indsgendent Ventcation 8 Yalideton NASA 2004

Percontof Bags Found
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Simulink Project

BB ER Rk

Processor In Loop
Hardware In Loop

) ss
FHREE

Simulink VnV — Model Advisor
Simulink Customized Library

AEEE

Simulink Project
= o v
H'Ejz Eﬂ — SVN/CC Integration

Simulink VnV — RMI
DOORS Integration

RS

MATLAB Report Generator
Simulink Report Generator

HREE

Simulink Data Dictionary
Simulink Data Inspector

BB

XML In/Out
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DO-178 (Level A) ISO 26262 ARP4754 & DO 178

Honeywell Aerospace USA TRW Germany Airbus Helicopters
Flight Control Systems Electronic parking brake control system Certified flight software

IEC 61508

Weinmann Medical Germany Alstom Grid UK Alstom France
Transport ventilator HDVC Power Systems Train Control Systems
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DO Qualification Kit

File Edit Help

+JdE @&

. DO Qualification Kit
DO-178C, DO-278A, DO-330, DO-254
> Polyspace Code Prover
> Polyspace Bug Finder
= Simulink Report Generator
=2 Simulink Code Inspector
= Simulink Verification and Validation
< Simulink Test

- Supporting Artifacts

>>qualkitdo

IEC/ISO Certification Kit

File Edit Help

+Jde 2

'« IEC Certification Kit
« IS0 26262, IEC 61508, EN 50128, IEC 6:

= Embedded Coder
> Polyspace Bug Finder
-~ Polyspace Code Prover
= Simulink Design Verifier
> Simulink Verification and Validation
= Simulink PLC Coder
= Supporting Artifacts

>>certkitiec

@\ MathWorks'
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Certification Mark:

Product:

Model(s):

Parameters:

Software Tool for Safety Related
Development

Embedded Coder™
Real-Time Workshop® Embedded Coder™

The code generator Is suitable for use (o develop safety-
related software according to IEC 61508 and EN 50128,
The code genarator is a qualified tool according to

1SO 26262.

The report MN72051C Is a mandatory part of this certificate.

4\ MathWorks
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Report

Certificate
Z10 11 12 67052 014
Software Tool for Safety Related Development
Embedded Coder”

Manutacturer

The Math\Works, Inc.
3 Apple HHl Dnve

Natick, MA, D176C-2008
usa I

Report No. MN72051C
Revizsion 2.7 dated 2015.06.29

Testing Body
T0V S0D Rail GmbH
Embacded Systems

56 ENS50128

EN 50128:2011 1s an application standard dernived from IEC 61508 The requirements for software
tools are explicitly denved from the requirements on software tools according to IEC 61508-3 2010

Due to the equivalences between the two standards no separate testing has been performed with
respect to EN 50128
For SIL 1 1o SIL 3/4 according to EN 50128, mitigation measures to potential failure mechamsms of
the code generator are described in the reference workflow document for Embedded Coder™.

Embedded Coder™ ts suitable to be used in the development of salety-related software according 1o
EN 50128:2011 up to SIL 3/4. Tool certification for the Embedded Coder versions listed in the above
table can be claimed by referencng this certification report and the corresponding certfficate

15



IEC Certification Kit
Embedded Coder” Reference Workflow

—

MATLAB&SIMULINK

R2015b | MathWorks

Module and integration
testing at the model

[ Dewslopmant antifact
@) software dewelopmare activey

==& Verfiaton and validaticn activity

Overview of the Workflow for Application-Specific Varification and Validation of Models and Generated C

and Ce+ Code®

Review and static analyss
at the model level .-~
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Simulink Test, Model coverage (SL V&V),
Requirements Trace Interface (SL V&V),
Report Generation and Diff (SL RG)
;.‘ Property proving (SLDV)

Trace matrix generation (Cert Kit),
7_ Code coverage tool integration (Embedded Coder),
-a«® Structural equivalence (Simulink Code Inspector)

‘\ Model Standards Checks (SL V&V) ‘\ PIL testing (Embedded Coder),

;“ Test generation (SLDV)
Module and
Integratjop, testing

.

__.......-- . ..-J-....,.. Equivalence testing

‘Il‘ .... “‘ﬂ . ,...
o '~.,. R Prevention of ‘., ‘\ Polyspace (MISRA)
. . . .
R ol .+ unin nded functionality *,, Polyspace Code Prover
- .
° . ‘., 0 Vo e, Reviews and o :
* * . .
N Re\{lews am:l . 5 F R ‘e, static analysis <
. . L
V static analysns}. ., -_ v '~ s ' *" .
\J .
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Textual ' Executable . L ' Generated ' .
requirements specification > co:erogir::::ion code Ol

. Code Compilation
pacSsline generation and linking
‘\ Simulink / Stateflow / Simulink Fixed Point ‘\ Embedded Coder
~aanlf ~aanl
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Software
requirement

Software development

Planning

S

Software validation
A

Hardware and Basic
Software integration

Application Software development

Software Software design
architecture and simulation and analysis

design
. 4
-

Software Automatic
Software component software
component design component
design simulation and code testing
analysis

Automatic code generation and
analysis

\_
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software code
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CERTIFICATE

No. Z10 111267052 014

Holder of Certificate: The MathWorks, Inc,
3 Apple HE Drive
Natick MA 01760-2068

Factory(ies): 67052

Certification Mark:
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Software

roaniliramantc

Software requirements specification

Software architecture and design

Model architecture
and specify design

; specification
Software architecture P

specification model

model
Verify modelling Generate Specify tests Specify properties report
standard Architecture
Spee Do: manual activity
Software Software and Software and Do: automated activity
architecture, design Software/Hardware Software/Hardware

and interface integration test properties specification

spegification specification
Modelling Standard
Conformance
Report

U Review Review Review Review

Software Architecture and Design Verification Report

\l/ Approve
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Software architecture and design

Software architecture specification model

Software component

design

Model
algorithms and

equagons
qgoﬁltware component

design model
Verify modellin Generate ; ; :
stanfc)J/ard g Component Spec Specify tests Specify properties
Software component Software component test Software component
design specification specification properties specification
Modelling Standard
Conformance
Report
Revi b Review Review Review

Software Architecture and Design Verification Report

\]/ Approve

specification

model

report
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Do: automated activity
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Component design testing

Component design

Software component Software component test

design model
I

Build test harness
model

N —

Component test
harness

Simulate and log outputs

Record design model structural coverage

Software component design structural
coverage and test report

RevieW\l/

specification
T

\l/Specify test I/0 values

Software
component test
cases

Review

Review

Software component design test report

\l/ Approve

sw phase
specification

model

Do: manual activity
Do: automated activity
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Component design Architecture and design

Software component Software architecture Software integration test
design model specification model specification

\LSpecify test I/O values

Integrate Software
integration test
Software integration ases
= model Build test
% harness model
a .
g Integration test
3 harness model
o] .
S | Verify Simulate and log outputs
= modeling 9 51147
standard Software integration test
. . report
Review Review v pm_,i‘,lw Review

Software integration verification Report
\l/ Approve

Do: manual activity

Do: automated activity

<name
S SW Phase

<name | Specification
>

l <name  Model
>

\ <name | Report
>
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Component implementation

Component design

Software component

Generate codé|

design model

Software source code and supporting information

Verify Bug Finder

checks
Verify coding Verify Polyspace
standard Code Prover checks
MISRA AGC Polyspace

compliance report

verification report

Review

eview

Software component implementation report

\l/ Approve

sw phase
specification

model

Do: manual activity
Do: automated activity
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¥ ¥ Match Case
Code Generation Report for 'SendTrainsMA'

Summary

Code peneration fer sentel “SendTralrsMA

Mode| yevsicn 198
Simadink Coder wersicn
C suurew code genarated an

Configuration settings at the time of code geaeration: LIS 10 opgn

Code genersticn chjsctives

B5 |R20542) 27.Dec-2013
Wed Mar 26 234828 2014

1. Safety precaution
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