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@ 1an Tabor @mintynet - Jul 19, 2022

Why do | bother having a nice car? | know it's a first world problem
but can who ever it is just leave my fcuking car alone. No lights on
the way to work this morning and even more gashes in the paint

work and the moulding has no clips any more. Not happy.
twitter.com/mintynet/statu...
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+150%

vulnerabilities in 2023 YoY

app shows
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Agenda

@ Cybersecurity Is now mandatory.

@ Agility and consistency are key to get cybersecurity.

Your existing MBD tools can do cybersecurity!
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55 days remaining to become secure...

 UN Regulations

« Cybersecurity Management
System (CSMS)

« Software Update Management
System (SUMS)

* Required for Type Approval

Production stop: VW Up, T6.1, Porsche Boxter, Macan, Renault Zoe, Audi TT...
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The Big Cybersecurity Picture

ISO/SAE 21434

Incident
Detection,
oT

Toolchain Threat Security Security
security AEWSS Architecture Testing Assessment

Variant Incid2nt

opuletiee ID / Cfa Managr:ment

UNECE R.155

ISO 27k. TISAX UNECE R.156, ISO 24089



MathWorks AUTOMOTIVE CONFERENCE 2024

Agility and consistency are key to get cybersecurity.
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The repeating challenges of Cybersecurity

understand (re-)certification,
threats update delivery

A missed

variams weaknesses
OPERATE ﬁ
% —

failing builds,
Gl delays

= Agility &
Consistency



ISO/SAE 21434: It's complicated...
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Good News: Compliance with ISO/SAE 21434, R.15x and ASPICE

IEC Certification Kit ’,,.-::f_ _________ )
ModeI_BaSed Des|gn for ISO/SAE /::”:”:’:—__--"ejir:g!traceahility ‘"\\\\ /’:::é;:k-iu-backms:i;g‘:\\::‘“
21434:2021 Road vehicles — R T,
Cybersecurity engineering SR, o ey Y

Same tools & models as for ISO 26262
« Reference workflow unchanged
« Covers essential topics

wu:
==
mm

Il Cconsistency
I PAM3.1 relation

https://www.mathworks.com/solutions/automotive/standards/iso-21434.html 9
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Your existing MBD tools can do cybersecurity!
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Model-Based Design: Digital Thread instead of Digital Threat

= From security goals to code

= Understand attack impact and
change through traceability

= Security through analysis & sim.

= Quick updates with codegen

- Examples ...
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Model-Based Threat Analysis & Risk Assessment (TARA)
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- Impact
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¢ &
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i Threat i: LinkedAsset iiLinkedDamages ||i: RiskSaf Column Formula Editor X
Compromised | 1x: SHT: assets:1 | 1w R_Low
Firmware damage_scenarios:/ 1 sfa_derivedvalue = tara.functions.computeRisk(... = @
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Vulnerability Analysis (& less iterations) at Multiple Levels

I |nr Al_chDanTab e v
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Code Verifier Manager
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Mathematical analysis. ‘ Less vulnerabilities!

Models *
Tt ‘ Verir Provides counter- Coverage: 100%
F=" examples.
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Software Bill of Materials (SBOM) made easy with Model-Based Design
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More Agility: Tracking changes and minimizing re-certification (R.156)
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@ 1an Tabor @mintynet - Jul 19, 2022

Why do | bother having a nice car? | know it's a first world problem
but can who ever it is just leave my fcuking car alone. No lights on
the way to work this morning and even more gashes in the paint
work and the moulding has no clips any more. Not happy.
twitter.com/mintynet/statu...

= Back to the start...
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Conclusion & Outlook

UN R155
UN R156

Cybersecurity is here. =)
» Use your existing MBD tools. - o
Full traceability & high agility. 5
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Model-based

TARA/HARA

Fuzzing
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Signal propagation: 4= upstream w

Starting Points [clear all]
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Change Impact Analysis

B——

Intrusion Detection & Prevention
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