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Cybersecurity — Emerging Topic in the Auto Industry

= Growing communication of on-board systems,

On-Board & V2X Communication sensors and external sites

= Car becomes another node of loT

= Security of automotive embedded systems

7 increasingly important (possible cyber attacks)
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Embedded Software Security New Challenge
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Source: https.//iwww.wired.com/2016/08/jeep-hackers-return-
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2016 KPMG Consumer Loss Barometer Study Key Cyber Automotive Findings
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Security is on consumers’ mind

82% 85%

...of customers would never buy from ...of automakers admit their
automaker if they had been hacked organization have been breached in
the past 2 years
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Cybersecurity — Emerging Topic in the Internet of Things
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Published
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Improper Input Validation

Maintenance
Credentials Management
Improper Authentication

Access Controls

20%21%
18%

ICS Security Configuration and

Permissions, Privileges, and —

15%15%

9%

2009-2010 2004-2008
CSSP ICS CSSP ICS
Product Assessments
Assessments

Vulnerability Category

11-GA50210-01

Source:
.industrial Control Systems (ICS)
Cyber Emergency Response Team® (ICS-CERT)
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Embedded Software External Interactions
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DLL &

3rd party
software

Utility
(1/O Driver,
Lookup Table,
etc.)

RTOS,
Fault Logging,
Service Tool
Interface

Control Algorithm,
Fault Detection,
Supervisory Logic

MATLAB EXPO 2017



&\ MathWorks'

Embedded Software Security Concerns
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»  Execution of a binary/Load of library
from a relative path can be controlled 3rd party

by an external actor
Tainted Data software

Incorrect order of network connection operations
Tainted data

L

TOCTOU
Vulnerable path manipulation
Use of non-secure temporary file

: " etc.
\ wsory o v

*  Deterministic random output from constant seed
*  Vulnerable pseudo-random number generator « Tainted Data
+ Sensitive heap memory not cleared before release

E
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Polyspace helps you to....
Identify and prove absence of critical defects

Enforce coding rules

1 A standard C environment 2
2 Compilation and build 1

2 Unused code 13

4 Code design 12

5 Identifiers 93

7 Literals and constants 17

0 Nadarstinne and Aafinitiane CN72
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¥ Polyspace Bug Finder - Bug_Finder_Example C:AMATL/

File Reporting Metrics Tools Window Help

===

o0\ Bug_Finder_|

(=23

& 8 (&| > ron @ ston |
= a &
[~ [DefectsaRules | TxNew <3 5> @ Showing 1,533/1,533
&F Group F Check
Programming Assertion
1 = programming Invalid use of == operator
1 = Dynamic memory Invalid free of pointer
1 = Concurrency Missing unlock
| Resource management Use of previously dosed resource
! =  Programming Writing to const qualified object
[ [Conamency ——— batarae |
1 = Concurrency Data race
- Concurrency Deadlock
1 = Programming Dedlaration mismatch
1 = Dynamic memory Deallocation of previously deallocated
1 = Concurrency Double lock
= Resource management Closing previously closed resource
1 = Concurrency Double unlock
1 = Numerical Float conversion overflow
1 = Numerical Invalid use of standard library floating
1 = Numerical Float division by zero
1

Dynamic memory Use of previously freed pointer

= Numerical Integer conversion overfiow
Numerical Invalid use of standard library integer

= Numerical Invalid use of standard library integer

= Numerical Integer division by zero

= Programming Invalid va_list argument

Pointer or reference to stack variable
Invalid use of standard library memory

Static memory
= Static memory
*  Dataflow

*  Dataflow
Data flow
Programming

Non-initialized pointer

Non-initialized variable

Non-initialized variable

Variable length array with non-positive

"

¥ Resul

[] variable trace

Use of non-secure temporary file

or’
ory

=] Result Review

Severity -High = ter comment here...

Status -Irm)rove - ]

9 ded evaluation of exp
'a standard library routine
ory
ory
ory th manipulation function with

9 type used in sizeof

~ ID 44: MISRA C:2012 18.6 (Required) (2

The address of an object with automatic storage shall not be copied to another object that persists after the first object has ceased to exis

1anagement Ing to read-only resource
t, 'anagement
ossible misuse of sizeof

7 47T W U W1 UG USHHITT L SART SODIVI D U J

15 Control flow 31

16 Switch statements 1
17 Functions 159

21 Standard libraries 239
22 Resources 16
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Destination buffer overflow in string m
Destination buffer underfiow in string
Buffer overflow from incorrect string f

= Static memory Invalid use of standard library string ri
Programming Invalid use of = operator -
om0 »

H Static memory
| Static memory
H Static memory

=)
Variable trace concurrency.c|| &

=] Resu tReview S

Severity . + | [Erter commenthere... i Defecs

Status - .

i i 1 - ) Numerical

T Dotn race Groact iy @ ! Invalid free of pointer (Impact: High) 2/ )

o gperaions on bl bad e o e v Freed pointer does not come from an adapted all Static memory

Dynamic memory

Access Race Conditions
ite is write in 't jatarace_task1' conflicts with
‘I'lver:d :11 is re;:ln “bug, tt:race_:skll conﬂ»c: with Event Data flow
1 Take the address of variable 'V
Resource management
2 Formal argument number 1 (ptr_) of call to fi > .
rogrammin
| 1| Invalid free of poi %9 9
Concurrency
<[ T ] |

Security
Tainted data
Good practice

[¥4 Configuration | [W] Result Details

yashboard C:\MATLABIR 20 163 \polyspace \examples\oaod\Bug_Finder

~ | defects and violations by | Category ~ | | T New

Bug_Finder_Example version 1.0 (11/02/2016)
Author: MathWorks
View configuration for results

Code covered by analysis Defect distribution by il

Files analyzed 100% (10/10) 1

Medium (49)

Functions analyzed 100% (278/278)
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What is “Tainted Data”?

File Reporting Metrics Tools Window Help

% % &l [» Run Bug Finder v [ Stop | (Q

All results v JuNew [S]v <2 5> @ Shovang 21,567/21,567 v | |[] variable trace
Family =¥ Information < File £

4 Data flow 1164
+ Good practice 1663
+ Numerical 273
+Programming 501
4 Security 155
il Static memory 375
) Tainted data 1352
[£] MISRA C:2012 16084

[ Configuration | |V] Result Details

™ Dachboard C:\MyWork\Demos\Juliet-Test-Sulte\Dullet_results_BFCWEL94_s01\BF_result_C
Display: Top 10 | defects and violations by Category a New

CWE194_s01_C version 1.0 (15/04/2017) - Author: chris - View configuration for results
Review Scope: All results - View all results in this scope

Defect distribution by impact N
Total: 5,483 s) found Code covered by analysis

Medhum (2128)

‘—ng'l (529) Files

Functions

Defect distribution by category (Top 10 only)
Total: 5,483 defect(s) found

Hard-coded buffer size
Tanted sign change corwersicn
L s s 1 - |
Ursafe corversion from string to numerical value -/ ——
Write without a further read - /I
Sign change ntegear conversion overflow - || I
Irwalid use of standard brary memory routne -| IS
Array access with tainted index | I
Taintad NULL or non-nulkterminated string | IEG_u_——
Retumed vale of a sensitive function not checked - IME————
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Cybersecurity — Industry Activities & Standards

SAE - Vehicle Cybersecurity Systems Engineering Committee
= SAE J3061 - Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

- SAE J3101 - Requirements for Hardware-Protected Security for Ground
Vehicle Applications (WIP)

« SAE “Cybersecurity Assurance Testing Task Force” (TEVEES18A1)

Coding standards & practices that we observe at automotive customers
CERT C

ISO/IEC TS 17961 — C Secure Coding Rules

CWE — Common Weakness Enumeration
MISRA-C:2012 Amendment 1

MATLAB EXPO 2017
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Polyspace helps you to....

MISRA C:2012 Amendment 1

v Enforce new coding rules Additional security
(all of them required or mandatory) guidelines for MISRA C:2012
April 2016

v 1 new directive [4.14]

v 13 new rules on
v Expressions [12.5]

v Standard libraries [21.13, 21.14, 21.15, 21.16, 21.17, 21.18, 21.19, 21.20]
v' Resources [22.7, 22.8, 22.9, 22.10]

v Changes to existing rules [21.8]

MATLAB EXPO 2017
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Example of new MISRA directive 4.14

¥ MISRA C:2012 D4.14 (Required) 2

The validity of values received from external sources shall be checked.
Division (/) operation operands are from an unsecure source. Check for:
- Denominator of zero.

- Numerator of minimum value and denominator of -1.

Event File Scope Line
1 Formal parameter is a tainted value tainteddata.c bug_taintedintdivision() 108

MISRA C:2012 D4.14 tainteddata.c bug_taintedintdivision() 109

¥ Configuration | V] Result Details |

| tainteddata.c x|

105 /%
3 % USING TAINTED DATAZ AS NUMERATOR IN DIVISION
. . i

w

- ¥
108 SmE bug taintedintdivision(int usernum, int userden) {
O

print_int(r);

return r;
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Summary

Cybersecurity ...
v enable new future markets
v entire vehicle lifecycle process

v by design
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Security by Design
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